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Motivation

Code-based Crypto builds on the decoding problem

Best strategy: Information Set Decoding (ISD)

Generic attack class with long history of refinements

This lecture: Overview of core technical concepts and algorithms
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Outline

1 Information Sets
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Information Sets



Encoding a Message

messagem, generatormatrixG, codeword c = mG

G

m ·
=
c

k

n

Adding redundancy to allow for error correction
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Recovering Message from Codeword

c = mG

So multiply byG−1? G not square!

G

m ·
=
c

k

k

G′

c′

G′

c′

c = mG ⇒ c′ = mG′ ⇒ m = c′(G′)−1

Requirement: G′ non-singular
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Information Sets

Any set of columns that contains enough information to recoverm from c

Definition (Information Set)
G ∈ Fk×n

2 generatormatrix of C. Any set I ⊂ [n] := {1, . . . , n}with |I| = k andGI

non-singular is an information set of C.

Observe: There are many information sets (constant fraction of
(
n
k

)
)

ISD: decoding via information sets?
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Decoding via Information Sets



Decoding Problem

Focus on binary codes (using Hamming metric)

Definition (Decoding Problem)

Given: generator matrixG ∈ Fk×n
2 of code C, integerw ∈ N, vectory ∈ Fn

2 w-close to C
Find : codeword c ∈ C that isw-close to y , i.e., |c+ y| = w

equivalent to:

Definition (Syndrome Decoding Problem)

Given: parity-check matrixH ∈ Fn−k×n
2 of code C, integerw ∈ N, vector s ∈ Fn−k

2

Find : vector e ∈ Fn
2 with |e| = w and He = s
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Adding an Error to the Equation

Usually c= mG not given. Rathery= c+ e for unknown error ewithw = |e| small

G

m ·
=
c

G′

c′

y′

c′

e′

y
=
c
+
e

How to check if e′ = 0k or correspondingly m′ = m ?

8

y = c+ e = mG+ e

y′ = c′ + e′ = mG′ + e′ | ·(G′)−1

m′ := y′(G′)−1 = m+ e′(G′)−1

Observe that for e′ = 0k we have

m′ = m,

because c′ = y′ is known.
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Information Set Decoding (Informal)

How to check ifm′ = m:

m′G
?
= c ⇔ y +m′G︸ ︷︷ ︸

c

= e ⇒ |y +m′G| = |e| = w

G

m ·
=
c

G′

c′

y′

c′

e′

y
=
c
+
e

G′

c′

y′

c′

e′

9

1) Computem′ = y′(G′)−1

2) If |y +m′G| = w: output c = m′G

3) Else: Choose another information set I , let
G′ ← GI ,y′ ← yI and goto 1)
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Information Set Decoding (Prange ’62)

Algorithm 1: Prange’s ISD
Input: GeneratormatrixG, faulty codeword

y = c+ e,w ∈ N
Output: Codeword c

1 repeat
2 Sample random permutationP ∈ Fn×n

2

3 setG′ ← (GP)[k],y′ = (yP)[k]
4 Computem′ ← y′(G′)−1

5 if |y +m′G| = w then
6 return m′G

Correctness: Have seen that ifG′ non-singular
and e′ = (eP)[k] = 0k it followsm′ = m ✓
Runtime:
1) Success probability (essentially):

q := Pr
[
e′ = 0k

]
=

(
n−k
w

)(
n
w

)
2) Time per iteration: poly(n)

TPrange = poly(n) · q−1 =
poly(n) ·

(
n
w

)(
n−k
w

)

✓
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Moving to the Parity-Check Matrix

C = {mG |m ∈ Fk
2} and C = {c ∈ Fn

2 | Hc = 0} , withH ∈ Fn−k×n
2

ISD: searching for c (asm′G) searching for e (reveals c = y + e)

s := Hy = H(c+ e) = Hc+He = He

H =

·
e

H′

e′

n− k k

0

s

He ⇔ H(e′,0) = s ⇔ H′e′ = s ⇔ e′ = (H′)−1 · s

11

Definition (Information Set)
Any I ⊂ [n]with |I| = k andH[n]\I
non-singular is an information set of C.
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Prange on Parity-Check

Algorithm 2: Prange’s ISD
Input: Parity-CheckH, syndrome s,w ∈ N
Output: Error ewith |e| = w andHe = s

1 repeat
2 Sample random permutationP ∈ Fn×n

2

3 (H′,H′′)← HP,H′ ∈ Fn−k×n−k
2

Compute e′ ← (H′)−1s
4 if |e′| = w then
5 return P(e′, 0k)

Correctness:
He = s ⇔ (HP)(P−1e) = s
Have seen that forP−1e = (e′, 0k) algorithm
recovers e′ ⇒ e = P(e′, 0k)

✓

Runtime:
Success probability as before

q := Pr
[
P−1e = (e′, 0k)

]
=

(
n−k
w

)(
n
w

)
2) Time per iteration: poly(n)

TPrange = poly(n)·q−1 =
poly(n) ·

(
n
w

)(
n−k
w

)
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Embedding Enumeration
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Bruteforce (Lee and Brickell ’88)

+ =

·

s′ e′

e′′

H̃

p w − p

1) Enumerate e′′ exhaustively
2) For every candidatexwith |x| = p check if
|H̃x+ s′| = w − p, output e′′ = x

3) Else: continue with next information set

At most polynomial speedup
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Nearest Neighbor via MitM

= +

·

s′ e′

e′′

p w − p
=

+
0

0

p/2

p/2

x

y

H̃

H1 H2

Nearest Neighbor Identity:

H1x is |e′| = w − p close to H2y+s′

H1x

List 1 List 2

H2y + s′

search for close pairs
Findingx,y, different approaches
1) Stern: Guess 0’s in e′ then perform exact matching

2) Dumer: Move some coordinates from e′ into e′′ = (x,y), then enumerate larger e′′

3) May-Ozerov: More involved technique based on Random Product Codes (RPC)

15
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Dumer (Sub-ISD framework)



Enumeration-Based ISD (Dumer ’91)
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Enumeration-Based ISD (Dumer ’91)
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+=
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16

(used for checking)

(used for findingx,y)

1) Enumeratex,y:

Q1x

List 1 List 2

Q2y + s2

search for equal pairs

2) For all foundx′,y′ check if

|H̃1(x
′,y′)+s1| = |e′| = w−p
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Enumeration-Based ISD (Dumer ’91)

16

Runtime:

1) Success probability

q := Pr [|x| = |y| = p/2]

=

(
n−k−ℓ
w−p

)((k+ℓ)/2
p/2

)2(
n
w

)
2) Time per iteration poly(n) ·max(|L1|, |L2|, |L|)with

L = |L1| · |L2|
/
2ℓ

1) Enumeratex,y:

Q1x

List 1 List 2

Q2y + s2

search for equal pairs

2) For all foundx′,y′ check if

|H̃1(x
′,y′)+s1| = |e′| = w−p
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Comparing ISD algorithms

Up to polynomial factors:

TPrange =

(
n
w

)(
n−k
w

)
TDumer =

(
n
w

)
·max

(((k+ℓ)/2
p/2

)
,
((k+ℓ)/2

p/2

)2/
2ℓ
)

(
n−k−ℓ
w−p

)((k+ℓ)/2
p/2

)2
Does it hold that TDumer < TPrange or TDumer ≥ TPrange ?

Determined via computing the asymptotic complexity exponent
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Asymptotic Complexity Exponent

Goal: Single number that allows comparing different ISD algorithms

WriteTPrange = 2c(w,k)n where c(w, k) depends onw, k

(
a

b

)
≈ 2a·h(

b
a)

, whereh binary entropy function

Then (up to polynomial factors):

TPrange =

(
n
w

)(
n−k
w

)

= 2n·h(
w
n )−(n−k)·h( w

n−k)

= 2(h(
w
n )−(1−k/n)·h( w/n

1−k/n))n = 2c(w,k)n
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Comparison Setting

Consider k = r · n and w = ωn for constant r, ω

Then it follows

c(w, k) = h
(w
n

)
− (1− k/n) · h

(
w/n

1− k/n

)
= h (ω)− (1− r) · h

(
ω

1− r

)
Fixω(r) such that there exists one solution in expectation:(

n

w

)
= 2n−k ⇔ n ·

(w
n

)
= n− k ⇔ h(ω) = 1− r ⇔ ω = h−1(1− r)

19
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Worst Case Decoding Exponent

Now c(w, k) = c(ω, r) = c(r)

0 0.2 0.4 0.6 0.8 1

0.00

0.05

0.10

r

c(
r)

Prange

We call c = maxr c(r) the worst case decoding
exponent

Prange: cPrange = 0.1207 at worst case rate
rPrange = 0.454

Dumer: cDumer = 0.1163 at worst case rate
rDumer = 0.453

⇒ TDumer < TPrange (in this setting)
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Further Improvements:
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Multiple Representations

Representation: pair (x,y) with
|x| = |y| = p/2 and x+ y = e′′

Number of representations

R := #Representations =
(
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Fix some a ∈ Fℓ
2 and b = s2 + a

qR : = Pr [Repr. satisfies choice of a] = Pr
[
H̃2x = a ∧ H̃2y = b | x+ y = e′′

]

= Pr
[
H̃2x = a

]
= 2−ℓ ⇒ E [#Reps satisfy a] = R/2ℓ
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3) Find allx = (x1,x2) and
y = (y1,y1)with

(H̃2x)[ℓ′] = a and (H̃2y)[ℓ′] = b

4) Among those, find allx,y with

H̃2x = H̃2y + s2

5) Check x+ y
?
= e′′ as

before (for all foundx,y)
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Further Developments

ISD limitations:

improvements converging
memory usage
highly optimized

New (lattice-inspired) directions:

Statistical Decoding 2.0 (Carrier, Debris-Alazard, Meyer-Hilfiger, Tillich ’22)
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Sieving for Codes



Sieving for Codes

Recently introduced by Guo, Johansson, Nguyen

Enumeration becomes sieving

Inspired by lattice sieving

Recent improvements by Ducas, E., Etinski, Kirshanova

33
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Lattice Sieving vs Code Sieving

Lattices: arbitrary
lattice
vectors

Sieving Step shorter
lattice
vectors

short
lattice
vectors

· · ·

Codes: arbitrary
short vectors

Sieving Step short vectors
closer to the

code

short vectors
in the code

· · ·

v ∈ Fk+ℓ
2

v ∈ CH̃2
v ∈ CH̃2

⊂ Cℓ−1

dim: k + ℓ dim: k
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Sieving Step for Codes

v1
...

vN

L0

v1
...

vN

L0

search for close pairs

w1
...

L1

Sieving Step /
Iteration

|vi| = p

|wi| = p

get closer to CH̃2

by enforcing
(H̃2wi)1 = 0

Ci := CAi
,

where
Ai := (H̃2)[i]

(first i rows of H̃2)

To keep going:
|w ∈ Li : w ∈ Ci| ≥ N
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Iterative application

|w ∈ Li : w ∈ Ci| ≥ N

Since v,v′ ∈ Li−1 ⇒ v,v′ ∈ Ci−1 ⇒ w = v + v′ ∈ Ci−1

Pr [w ∈ Ci | w ∈ Li] = Pr [w ∈ Ci | w ∈ Ci−1] =
|Ci|

|Ci−1| = 1/2

E
[
|w ∈ Li : w ∈ Ci|

]
= E

[
|Li|

]
/2

!
≥ |Li−1| =: N

E
[
|Li|

]
= |Li−1|2 · Pr [|v + v′| = p : |v| = |v′| = p]

(
R =

( p
p/2

)(k+ℓ−p
p/2

))

= N2 · (
k+ℓ
p )·R

(k+ℓ
p )

2 = N2·R
(k+ℓ

p )

!
≥ 2N

⇔ N ≥
2(k+ℓ

p )
R
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SievingISD

1) Randomly permuteH and compute H̃2 (as before)

2) Sample listL0, |L0| = N with vectorsv, |v| = p

3) For i = 1, . . . , ℓ :

3.1) Find all pairsv,v′ ∈ Li−1 with |v + v′| = p, store inLi

3.2) Discard allv ∈ Li : v /∈ Ci

4) Check allv ∈ Lℓ forv ?
= e′′ (as before)

Runtime:
1) Success Probability

Pr
[
|e′′| = p

]︸ ︷︷ ︸
(n−k−ℓ

w−p )(k+ℓ
p )

(nw)

·Pr
[
e′′ ∈ Lℓ

]︸ ︷︷ ︸
N

(k+ℓ
p )/2ℓ

2) Time per iteration:

ℓ · TNN = poly(n) · TNN
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Nearest Neighbor on the Sphere

TNN time to solve

Definition (p-Near Neighbor Search)

Given a list of vectorsL ⊂ Fk+ℓ
2 of weight p, find all pairsx,y ∈ L2 s.t. |x+ y| = p.

Guo, Johansson, Nguyen give adhoc algorithm

Ducas, E., Etinski, Kirshanova give advanced algorithms
(partly also given earlier by Carrier ’20)

Algorithms are rigorous

Application in SievingISD: heuristic

40



The GJN approach (Guo-Johansson-Nguyen ’23)

|v1| = |v2| = |v1 + v2| = p ⇒ |v1 ∧ v2| = p/2

Idea: Enumerate potential overlap for each vector

v1

· · ·
BI1 BI2

Storev1 in bucketsBIj
indexed by the overlap

v1 = 11 1 1 0 0 ⇒ v1 ∈ B1,2, B1,3, B1,4,
B2,3, B2,4, B4,3

v2 = 10 0 1 1 1 ⇒ v2 ∈ B1,4, B1,5, B1,6,
B4,5, B4,6, B5,6

( p
p/2

)
Buckets

41
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The GJN algorithm (Guo-Johansson-Nguyen ’23)

1) Store allv ∈ L in the buckets

2) For allw ∈ L :

2.1) For all bucketsB in whichw is included:

2.1.1) For eachv ∈ B \ {w}

2.1.1.1) Savev +w

Correctness:
Vectors in same bucket
⇒ overlap in at least p/2 coordinates

⇒ sum to vector of weight (smaller than) p

✓

Runtime:
1) |L| ·

( p
p/2

)
= N ·

( p
p/2

)
2.1.1.1) N : Called on expectationN times

T = N ·
(

p

p/2

)
M = T

✓
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Embedding Improvements (Ducas-E.-Etinski-Kirshanova ’23)

Idea: Allow for false positives

Enumerate potential overlap only partially:
J ⊂ I |J | = v < p/2

v1 = 11 1 1 0 0

v2 = 10 0 1 1 1

For v = 1: v1 ∈ B1,B2,B3,B4 and
v2 ∈ B1,B4,B5,B6

Updated Algorithm:
1) Store allv ∈ L in the buckets

2) For allw ∈ L :

2.1) For all bucketsB in whichw is included:

2.1.1) For eachv ∈ B \ {w}

2.1.1.1) if |v +w| = p : savev +w

v3 = 11 0 1 1 0 ⇒ v3 ∈ B1, but |v3 + v1| = |v3 + v2| ≠ p

43
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Embedding Improvements (Ducas-E.-Etinski-Kirshanova ’23)

Runtime:

1) Less buckets: N ·
(
p
v

)
2) More Matches: N ·

(
p
v

)
· E

[
|B|

]
=

(N(pv))
2

(k+ℓ
v )

T = N
(
p
v

)
+

(N(pv))
2

(k+ℓ
v )

, M = N
(
p
v

)
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False Negatives

Idea: Allow for false negatives

Discard buckets, keep only 1
/(

p/2
v

)
-fraction

H : J 7→
[(

p/2
v

)]
, discardBJ withH(J) ̸= 0

v1 = 11 1 1 0 0

v2 = 10 0 1 1 1

Updated Algorithm:
1) Store allv ∈ L in the buckets with

H(B) = 0

2) For allw ∈ L :

2.1) For all bucketsB in whichw is included
withH(B) = 0:

2.1.1) For eachv ∈ B \ {w}

2.1.1.1) if |v +w| = p : savev +w

44
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Further Improvements

Idea: Find bucketsBwithH(B) = 0 faster

So far: Finding all
(
p
v

)
/
(
p/2
v

)
buckets takes

(
p
v

)
Best result via RPCs: find Buckets in essentially linear time

Memory saving
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Coded Hashing

Idea: Find bucketsBwithH(B) = 0 faster

So far: Finding all
(
p
v

)
/
(
p/2
v

)
buckets takes

(
p
v

)
Specific Hash Construction: Mapping to syndrome

H

v1 1 1 1 1 0 0

k + ℓ

k + ℓ

log2
(
p/2
v

)

New length: p

Pr [c ∈ CH] = 1
/(

p/2
v

)
H(BJ) = 0 ⇔ x ∈ CH

(xi = 1 ⇔ i ∈ J )

Finding buckets ⇔ finding weight
|x| = v codewords in CH

Easier: Shorten code to support ofw
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Algorithm: Coded Hashing

Runtime:
1) Before: N ·

(
p
v

)
(Have to evaluateH)

Finding all buckets for givenw inTCH
⇔ all weight v codewords in CH shortened to
support ofw

2) Still: (N(pv))
2

(k+ℓ
v )(p/2v )

T = N
((

p/2
v

)
+ TCH

)
+

(N(pv))
2

(k+ℓ
v )(p/2v )

,

M = N
(
p
v

)
/
(
p/2
v

)

Same Algorithm, updated hash:
1) Store allv ∈ L in the buckets with

H(B) = 0

2) For allw ∈ L :

2.1) For all bucketsB in whichw is included
withH(B) = 0:

2.1.1) For eachv ∈ B \ {w}

2.1.1.1) if |v +w| = p : savev +w
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Improving Memory by Repetitions and RPCs

Idea: use less buckets, then repeat

Possible to achieve optimal memoryM = N

Also slight speedup due to lowerTCH

Get rid ofTCH by use of RPCs
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Complexity of Nearest Neighbor
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Complexity of Sieving ISD
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Worst Case Exponents
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Conclusion and Open Questions

First successful translation of sieving concept to codes

Promising direction?

Future directions

Different weight in sieving steps

Varying list sizes

Practical performance
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