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m Code-based Crypto builds on the decoding problem

Best strategy: Information Set Decoding (ISD)

Generic attack class with long history of refinements

Sieving for Codes: translation of lattice techniques
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Encoding a Message

B message m, generatormatrix G, codeword c = mG
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m Adding redundancy to allow for error correction
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m c=mG Somultiplyby G~1?
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Recovering Message from Codeword

m c=mG Somultiplyby G~1?

G notsquare!

Ec=mG = =mG

m Requirement: G’ non-singular

= m=c/(G)!
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m Any set of columns that contains enough information to recover m from c

Definition (Information Set)

G € F5*" generatormatrix of C. Any set I C [n] := {1,...,n}with |[I| = kand G
non-singular is an information set of C.
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m Any set of columns that contains enough information to recover m from c

Definition (Information Set)

G € F5*" generatormatrix of C. Any set I C [n] := {1,...,n}with |[I| = kand G
non-singular is an information set of C.

m Observe: There are many information sets (constant fraction of (Z))
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m Any set of columns that contains enough information to recover m from c

Definition (Information Set)

G € F5*" generatormatrix of C. Any set I C [n] := {1,...,n}with |[I| = kand G
non-singular is an information set of C.

m Observe: There are many information sets (constant fraction of (Z))

m ISD: decoding via information sets?
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Decoding Problem
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m Focus on binary codes (using Hamming metric)

Definition (Decoding Problem)

Given: generator matrix G € IF’QCX" of codeC, integerw € N, vectory € F5 w-closetoC
Find :codeword c € C thatisw-closeto y ,ie, |[c+y|=w
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m equivalent to:

Given: parity-check matrix H € IFS"“X" of code C, integerw € N, vectors € Fg_k
Find :vector ecFj) with |ef]=w and He=s



Adding an Error to the Equation
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m Usually c= mG not given. Rather y= ¢ + e for unknown error e with w = |e|small

G_/

G

C

Cryptography
Research
Centre



Adding an Error to the Equation

~

m Usually c= mG not given. Rather y= ¢ + e for unknown error e with w = |e| small

o H o<

Cryptography
Research
Centre



Adding an Error to the Equation

0%
Cryptography
Research
Centre

m Usually c= mG not given. Rather y= ¢ + e for unknown error e with w = |e| small

o H o<

y=c+e=mG+e



Adding an Error to the Equation

0%
Cryptography
Research
Centre

m Usually c= mG not given. Rather y= ¢ + e for unknown error e with w = |e| small

y=c+e=mG +e
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m Usually c= mG not given. Rather y= ¢ + e for unknown error e with w = |e| small
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Adding an Error to the Equation
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m Usually c= mG not given. Rather y= ¢ + e for unknown error e with w = |e| small

y=c+e=mG +e
G/ iG y/ -c +e/ - mG’ +e/ | ‘(G/)fl
| m':=y'(G)"' =m+e(G)

Observe that fore’ = 0% we have
I T s e ,
y z m’ = m,
¢ c
¥ because ¢/ = y’ is known.
| e e |

m Howtocheckif € =0* orcorrespondingly m’=m °?
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mG=c & y+mG=e < |[y+mG|=le/=uw

m Howtocheckifm’ = m:

C
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Information Set Decoding
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mG=c & y+mG=e < |[y+mG|=le/=uw

m Howtocheckifm’ = m:

1) Computem’ = y'(G/)~!

G G’ 2) Ifly + m'G| = w: outputc = m'G

3) Else: Choose another information set I, let
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Moving to the Parity-Check Matrix
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- C={mG|meF;} and C={ceFy|Hc=0} ,withHeF; "
ISD: searchingforc (asm’G) searching fore (revealsc = y + €)
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] C ={mG | m c F§} and
ISD: searchingforc (asm’G)

m s:= Hy =H(c+e) =Hc+ He =He
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searching fore (revealsc =y
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Moving to the Parity-Check Matrix : ) o

- C={mG|meF;} and C={ceFy|Hc=0} ,withHeF; "
ISD: searchingforc (asm’G) searching fore (revealsc = y + €)

m s:= Hy =H(c+e) =Hc+ He =He

Definition (Information Set)

H’ EH - Any I C [n]with |[I| = kand H,}\
! non-singular is an information set of C.

mHe < H(E,00=s & He=s & e&=(H)"'s
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Bruteforce (Lee and Brickell ’88)
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Bruteforce (Lee and Brickell ’88)
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2) Forevery candidate x with |x| = p check if
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Bruteforce (Lee and Brickell ’88)

1) Enumerate e’ exhaustively
2) Forevery candidate x with |x| = p check if
|Hx + 8’| = w — p,outpute” = x

3) Else: continue with next information set

At most polynomial speedup
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Enumeration-Based ISD (Dumer’91)
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Enumeration-Based ISD (Dumer’91)
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1) Enumeratex,y:
~ List1 List2
Qix Qay + s

~~~~~~~~~~~~~~~~~~~~~~~~~~~ N
Qi =] Q + search for equal pairs

b'e y 2) Forall found x’, y’ checkif
| || |

Hi(x',y')+s1] = |e| = w—p
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1) Enumeratex,y:

I , List1 List2
(used for checking) 1 = s te Q1x Qoy +s

~~~~~~~~~~~~~~~~~~~~~~~~~~~ <7

(used for finding x, y) Q1 |=| Q2 ‘|‘ search for equal pairs
| b'e | | y | 2) Forall found x’, y’ checkif

Hi(x',y')+s1] = |e| = w—p
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Sieving for Codes
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Recently introduced by Guo, Johansson, Nguyen

m Enumeration becomes sieving

Inspired by lattice sieving

Recent improvements by Ducas, E., Etinski, Kirshanova
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mmmm u Cz = CAi’
LoV vi| = p where
o A= (H)y
1 VN I ~
L | (first ¢ rows of Hy)

m To keep going:

’WELZ‘:WGCZ“ZN
lwi| =p
get closer to Cﬂ2
——> byenforcing

(H2Wi)1 = O
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1) Randomly permute H and compute ﬂ2 (as before)
2) Samplelist Ly, |Lg| = N withvectorsv, |v|=1p
3) Fori=1,...,¢:
3.1) Findall pairsv,v’ € L;_j with|v + v/| = p, storein L;

3.2) Discardallv e L;: v ¢ C;

4) Checkallv € Lyforv Lo (as before)
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Runtime:

1) Success Probability

2) Time per iteration:

- Tyn = poly(n) - Tyn
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Nearest Neighbor on the Sphere
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Taar time to solve
Definition (p-Near Neighbor Search)

Given a list of vectors L C IE‘S” of weight p, find all pairs x,y € L?st. [x +y| = p.

m Guo, Johansson, Nguyen give adhoc algorithm

m Ducas, E., Etinski, Kirshanova give advanced algorithms
(partly also given earlier by Carrier '20)

m Algorithms are rigorous

m Application in SievingISD: heuristic
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B vi|=|va|=|vit+Vve|=p = |[viAve]=p/2

m |dea: Enumerate potential overlap for each vector

V1 Store v in buckets By,
/ l , \ indexed by the overlap
B, B,

vi=111100 = vi € By, B3, Bura, } (,2) Buckets
Ba3, Ba s, Bys

vo=100111 = v2 € B4, Bi5, Big,
Bas, Bag, Bs g
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2) Forallw € L Vectors in same bucket
= overlapinatleast p/2
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1) Storeallv € L inthe buckets

2) Forallw € L:
2.1) Forall buckets B in which w is included:
2.1.1) Foreachv € B\ {w}

2.1.1.1) Savev +w Runtime:

L) |L| ’ (pI/JQ) =N (pl/)Z)
21.11) N: Called onexpectation N times

T:N-<p> M=1 V

p/2
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m Idea: Allow for false positives Updated Algorithm:

m Enumerate potential overlap only partially: 1) Storeallv € Linthe buckets

JcI |J=v<p/2 2) Forallw € L:
vi=111100 2.1) Forall buckets B in which w is included:
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m |dea: Allow for false positives Updated Algorithm:
1) Storeall v € L inthe buckets

m Enumerate potential overlap only partially:

JcI |J=v<p/2 2) Forallw € L:
vi=111100 2.1) Forall buckets B in which w is included:
vo=100111 2.1.1) Foreachv € B\ {w}

Forv=1: vy €B,By, B3, B, and 2110) if[v+w|=p: savev+w

vo € By, By, Bs, Bg

m Any pair found in (7"/2) many buckets
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False Negatives

m Idea: Allow for false negatives
m Discard buckets, keep only 1/ (%2) -fraction
H:Jw [(?/?)], discard Bywith H(J) # 0
vi=111100
vo=100111

vy € B1,B3,B3,87 and
vy € By, 81, Bs, Bs

Forv =1:
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Updated Algorithm:

1) Storeall v € L inthe buckets with
H(B)=0

2) Forallw € L:

2.1) Forall buckets B in which w is included
with H(B) =0:

2.1.1) Foreachv € B\ {w}

2110) if|v +w| =p: savev+w
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Further Improvements

m Idea: Find buckets Bwith H (B) = 0 faster
m Sofar: Findingall () / (*/?) buckets takes ()
m Bestresultvia RPCs: find Buckets in essentially linear time

m Memory saving
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10g2 (

p/2
v
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]
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m So far: Findingall (?) /(P/?) buckets takes (*)

m Specific Hash Construction: Mapping to syndrome
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Coded Hashing )
. . 2
m Idea: Find buckets Bwith H (B) = 0 faster m PriceCy| = 1/(% )
m So far: Findingall (?) /(P/?) buckets takes (*) mHB;)=0 & xely
m Specific Hash Construction: Mapping to syndrome (x, =1 & i€l
/2 m Findingbuckets <« finding weight
log, ){ H |x| = v codewordsin Cy
vi [1 1 1 160 m Easier: Shorten code to support of w

| k+/ {

m New length: p
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Improving Memory by Repetitions and RPCs
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m Idea: use less buckets, then repeat
m Possible to achieve optimal memory M = N
m Alsoslight speedup due to lower T,

m Getridof T¢,, by use of RPCs



Complexity of Nearest Neighbor
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Complexity of Sieving ISD : ) Saegoen
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m First successful translation of sieving concept to codes
m Promising direction?
m Future directions

m Different weight in sieving steps
m Varying list sizes

m Practical performance
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