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Motivation

Fundamental problem in coding theory

Code-based, post-quantum cryptography

SD: conservative hardness but improvable performance

CE: overcoming drawbacks but better understanding of difficulty required
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Motivation
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The Code Equivalence Problem



Linear Code Equivalence

Definition (Linear Code Equivalence (LCE))

given : generator matricesG,G′ ∈ Fk×n
q

find : Monomial matrixQ ∈ Fn×n
q , invertibleS ∈ Fk×k

q such that: G′ = SGQ.

monomialQ = PD,P permutation,D diagonal matrix

S orQ enough

Permutation Equivalence: D = In

C := {mG | m ∈ Fk
q}, C′ := {mG′ | m ∈ Fk

q} ⇒ ∀c ∈ C : cQ ∈ C′
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Solving Code Equivalence



How to Solve Code Equivalence?

Approach 1: (Codeword finding / Support Splitting)
1) Find small sets of vectorsV ⊂ C andW ⊂ C′ equivalent underQ:

∀v ∈ V : w = vQ ∈ W, |V | = |W |

2) ReconstructQ fromV,W

Approach 2: Use Canonical Forms
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Canonical Forms



Canonical Forms

Canonical FormCF [CPS25]: Computes unique representative for class of specifically-equivalent
codes

ifG andG′ are specifically-equivalent ⇒ CF(G) = CF(G′)

specifically-equivalent: G′ = SGQ̃, where Q̃ =

(
Qk 0
0 Qn−k

)
Introduced recently to improve signature size in LESS
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Canonical Forms Solving Code Equivalence

CF(G) = CF(G′) ⇒ easy to find Q̃ =

(
Qk 0
0 Qn−k

)
Canonical Forms Meet-in-the-Middle [CPS25]:

EnumerateCF(GP) for many permutationsP

EnumerateCF(G′P′) for many permutationsP′

Match revealsQ = PQ̃P′−1

CF(GP) = CF(G′P′) ⇒ G′P′ = SGPQ̃ ⇒ G′ = SGPQ̃P′−1︸ ︷︷ ︸
Q

T = |Li| =
√(

n
n−k

) k=n/2
=⇒ T = 2

n
2 (works for q ≥ 7 [Now25])
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Codeword Finding-Based
Algorithms



Codeword Finding-Based Algorithms

Basic Idea
1) Find small sets of vectorsV ⊂ C andW ⊂ C′ equivalent underQ:

∀v ∈ V : vQ ∈ W, |V | = |W |

2) ReconstructQ fromV,W

Reconstruction requires (heuristic) |V | = |W | = Ω(log n)
V W

⋆ 0 ⋆ 0 ⋆ ⋆ 0 0

⋆ ⋆ 0 0 ⋆ 0 ⋆ 0

0 0 ⋆ ⋆ 0 0 ⋆ ⋆

Leon’s Algorithm [Leo82]: Find all codewords of minimum weightw in C, C′

If sets too small, usew + 1

Complexity for large q:
(

n
n−k

)
= T 2

CF

k=n/2
=⇒ TLeon = 2n

8



Codeword Finding-Based Algorithms

Basic Idea
1) Find small sets of vectorsV ⊂ C andW ⊂ C′ equivalent underQ:

∀v ∈ V : vQ ∈ W, |V | = |W |

2) ReconstructQ fromV,W

Reconstruction requires (heuristic) |V | = |W | = Ω(log n)
V W

⋆ 0 ⋆ 0 ⋆ ⋆ 0 0

⋆ ⋆ 0 0 ⋆ 0 ⋆ 0

0 0 ⋆ ⋆ 0 0 ⋆ ⋆

Leon’s Algorithm [Leo82]: Find all codewords of minimum weightw in C, C′

If sets too small, usew + 1

Complexity for large q:
(

n
n−k

)
= T 2

CF

k=n/2
=⇒ TLeon = 2n

8



Codeword Finding-Based Algorithms

Basic Idea
1) Find small sets of vectorsV ⊂ C andW ⊂ C′ equivalent underQ:

∀v ∈ V : vQ ∈ W, |V | = |W |

2) ReconstructQ fromV,W

Reconstruction requires (heuristic) |V | = |W | = Ω(log n)
V W

⋆ 0 ⋆ 0 ⋆ ⋆ 0 0

⋆ ⋆ 0 0 ⋆ 0 ⋆ 0

0 0 ⋆ ⋆ 0 0 ⋆ ⋆

Leon’s Algorithm [Leo82]: Find all codewords of minimum weightw in C, C′

If sets too small, usew + 1

Complexity for large q:
(

n
n−k

)
= T 2

CF

k=n/2
=⇒ TLeon = 2n

8



Codeword Finding-Based Algorithms

Basic Idea
1) Find small sets of vectorsV ⊂ C andW ⊂ C′ equivalent underQ:

∀v ∈ V : vQ ∈ W, |V | = |W |

2) ReconstructQ fromV,W

Reconstruction requires (heuristic) |V | = |W | = Ω(log n)
V W

⋆ 0 ⋆ 0 ⋆ ⋆ 0 0

⋆ ⋆ 0 0 ⋆ 0 ⋆ 0

0 0 ⋆ ⋆ 0 0 ⋆ ⋆

Leon’s Algorithm [Leo82]: Find all codewords of minimum weightw in C, C′

If sets too small, usew + 1

Complexity for large q:
(

n
n−k

)
= T 2

CF

k=n/2
=⇒ TLeon = 2n

8



Codeword Finding-Based Algorithms

Basic Idea
1) Find small sets of vectorsV ⊂ C andW ⊂ C′ equivalent underQ:

∀v ∈ V : vQ ∈ W, |V | = |W |

2) ReconstructQ fromV,W

Reconstruction requires (heuristic) |V | = |W | = Ω(log n)
V W

⋆ 0 ⋆ 0 ⋆ ⋆ 0 0

⋆ ⋆ 0 0 ⋆ 0 ⋆ 0

0 0 ⋆ ⋆ 0 0 ⋆ ⋆

Leon’s Algorithm [Leo82]: Find all codewords of minimum weightw in C, C′

If sets too small, usew + 1

Complexity for large q:
(

n
n−k

)
= T 2

CF

k=n/2
=⇒ TLeon = 2n

8



Codeword Finding-Based Algorithms

Basic Idea
1) Find small sets of vectorsV ⊂ C andW ⊂ C′ equivalent underQ:

∀v ∈ V : vQ ∈ W, |V | = |W |

2) ReconstructQ fromV,W

Reconstruction requires (heuristic) |V | = |W | = Ω(log n)
V W

⋆ 0 ⋆ 0 ⋆ ⋆ 0 0

⋆ ⋆ 0 0 ⋆ 0 ⋆ 0

0 0 ⋆ ⋆ 0 0 ⋆ ⋆

Leon’s Algorithm [Leo82]: Find all codewords of minimum weightw in C, C′

If sets too small, usew + 1

Complexity for large q:
(

n
n−k

)
= T 2

CF

k=n/2
=⇒ TLeon = 2n

8



Codeword Finding-Based Algorithms

Basic Idea
1) Find small sets of vectorsV ⊂ C andW ⊂ C′ equivalent underQ:

∀v ∈ V : vQ ∈ W, |V | = |W |

2) ReconstructQ fromV,W

Reconstruction requires (heuristic) |V | = |W | = Ω(log n)
V W

⋆ 0 ⋆ 0 ⋆ ⋆ 0 0

⋆ ⋆ 0 0 ⋆ 0 ⋆ 0

0 0 ⋆ ⋆ 0 0 ⋆ ⋆

Leon’s Algorithm [Leo82]: Find all codewords of minimum weightw in C, C′

If sets too small, usew + 1

Complexity for large q:
(

n
n−k

)
= T 2

CF

k=n/2
=⇒ TLeon = 2n

8



Codeword Finding-Based Algorithms

Basic Idea
1) Find small sets of vectorsV ⊂ C andW ⊂ C′ equivalent underQ:

∀v ∈ V : vQ ∈ W, |V | = |W |

2) ReconstructQ fromV,W

Reconstruction requires (heuristic) |V | = |W | = Ω(log n)
V W

⋆ 0 ⋆ 0 ⋆ ⋆ 0 0

⋆ ⋆ 0 0 ⋆ 0 ⋆ 0

0 0 ⋆ ⋆ 0 0 ⋆ ⋆

Leon’s Algorithm [Leo82]: Find all codewords of minimum weightw in C, C′

If sets too small, usew + 1

Complexity for large q:
(

n
n−k

)
= T 2

CF

k=n/2
=⇒ TLeon = 2n

8



Codeword Finding-Based Algorithms

Basic Idea
1) Find small sets of vectorsV ⊂ C andW ⊂ C′ equivalent underQ:

∀v ∈ V : vQ ∈ W, |V | = |W |

2) ReconstructQ fromV,W

Reconstruction requires (heuristic) |V | = |W | = Ω(log n)
V W

⋆ 0 ⋆ 0 ⋆ ⋆ 0 0

⋆ ⋆ 0 0 ⋆ 0 ⋆ 0

0 0 ⋆ ⋆ 0 0 ⋆ ⋆

Leon’s Algorithm [Leo82]: Find all codewords of minimum weightw in C, C′

If sets too small, usew + 1

Complexity for large q:
(

n
n−k

)
= T 2

CF

k=n/2
=⇒ TLeon = 2n

8



Codeword Finding-Based Algorithms

Basic Idea
1) Find small sets of vectorsV ⊂ C andW ⊂ C′ equivalent underQ:

∀v ∈ V : vQ ∈ W, |V | = |W |

2) ReconstructQ fromV,W

Reconstruction requires (heuristic) |V | = |W | = Ω(log n)
V W

⋆ 0 ⋆ 0 ⋆ ⋆ 0 0

⋆ ⋆ 0 0 ⋆ 0 ⋆ 0

0 0 ⋆ ⋆ 0 0 ⋆ ⋆

Leon’s Algorithm [Leo82]: Find all codewords of minimum weightw in C, C′

If sets too small, usew + 1

Complexity for large q:
(

n
n−k

)
= T 2

CF

k=n/2
=⇒ TLeon = 2n

8



Codeword Finding-Based Algorithms

Basic Idea
1) Find small sets of vectorsV ⊂ C andW ⊂ C′ equivalent underQ:

∀v ∈ V : vQ ∈ W, |V | = |W |

2) ReconstructQ fromV,W

Reconstruction requires (heuristic) |V | = |W | = Ω(log n)
V W

⋆ 0 ⋆ 0 ⋆ ⋆ 0 0

⋆ ⋆ 0 0 ⋆ 0 ⋆ 0

0 0 ⋆ ⋆ 0 0 ⋆ ⋆

Leon’s Algorithm [Leo82]: Find all codewords of minimum weightw in C, C′

If sets too small, usew + 1

Complexity for large q:
(

n
n−k

)
= T 2

CF

k=n/2
=⇒ TLeon = 2n

8



Beullens’ Framework [Beu20]

Basic Idea
1) Find subset of all vectors of weight-w in C, C′

2) IdentifyΩ(log n) equivalent pairs among the two lists

3) ReconstructQ from the found pairs

For vectors of same weight there is always a matching monomial:

1 0 2 0w = 0 1 3 0v =

·1/3

·2

·x ∈ Fq \ 0

·y ∈ Fq \ 0

1 0 2 0

3 0 4 0

0 1 2 0

0 1 3 0
W = V =

·x ∈ Fq \ 0

·y ∈ Fq \ 0

?
?

2-dim subcodes with supportw
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How to perform 2): Define function Lex

Lex(V) = Lex(W) ⇔ there isQ : V = SWQ, for some invertibleS ∈ F2×2
q

“Efficient” since dimension only 2

Smallestw much larger when considering 2-dim subcodes
Concrete improvements over Leon (for large enough q) and CF (for small enough q)

2-dim subcodes with supportw
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Smallestw much larger when considering 2-dim subcodes
Concrete improvements over Leon (for large enough q) and CF (for small enough q)

2-dim subcodes with supportw

9



The BBPS Refinement [BBPS23]

Basic Idea
1) Find subset of all vectors of weight-w in C, C′

2) Combine vectors to 2-dim subcodes with supportw′

3) IdentifyΩ(log n) equivalent pairs among the two lists

4) ReconstructQ from the found pairs

Enforcing small supportw′ ≪ 2w reduces false positives

1 0 2 0

0 1 0 2

0 1 3 0

1 0 0 1
W = V =

·1/3

·2

·1

·2Necessary since reconstruction not fault tolerant

Concentration on codewords allows smallerw again
⇒ concrete improvement for q not too large

10
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The BEFN Approach [BEFN25]

Basic Idea
1) Find subset of all vectors of weight-w in C, C′

2) Combine vectors to pairs of vectors

3) Identify many potentially equivalent pairs among the two lists

4) ReconstructQ from any one pair (of pairs)

Pairs of vectors: easier compatibility check
1 0 2 0

3 0 4 0

0 1 2 0

0 1 3 0

w1 = v1 =

w2 = v2 =

·x ∈ Fq \ 0

·y ∈ Fq \ 0a

b

ca

cb

∃

a

b

ca

cb
=

a

b

∃

11



The BEFN Approach [BEFN25]

Basic Idea
1) Find subset of all vectors of weight-w in C, C′

2) Combine vectors to pairs of vectors

3) Identify many potentially equivalent pairs among the two lists

4) ReconstructQ from any one pair (of pairs)

Pairs of vectors: easier compatibility check
1 0 2 0

3 0 4 0

0 1 2 0

0 1 3 0

w1 = v1 =

w2 = v2 =

·x ∈ Fq \ 0

·y ∈ Fq \ 0a

b

ca

cb

∃

a

b

ca

cb
=

a

b

∃

11



The BEFN Approach [BEFN25]

Basic Idea
1) Find subset of all vectors of weight-w in C, C′

2) Combine vectors to pairs of vectors

3) Identify many potentially equivalent pairs among the two lists

4) ReconstructQ from any one pair (of pairs)

Pairs of vectors: easier compatibility check
1 0 2 0

3 0 4 0

0 1 2 0

0 1 3 0

w1 = v1 =

w2 = v2 =

·x ∈ Fq \ 0

·y ∈ Fq \ 0a

b

ca

cb

∃

a

b

ca

cb
=

a

b

∃

11



The BEFN Approach [BEFN25]

Basic Idea
1) Find subset of all vectors of weight-w in C, C′

2) Combine vectors to pairs of vectors

3) Identify many potentially equivalent pairs among the two lists

4) ReconstructQ from any one pair (of pairs)

Pairs of vectors: easier compatibility check
1 0 2 0

3 0 4 0

0 1 2 0

0 1 3 0

w1 = v1 =

w2 = v2 =

·x ∈ Fq \ 0

·y ∈ Fq \ 0a

b

ca

cb

∃

a

b

ca

cb
=

a

b

∃

11



The BEFN Approach [BEFN25]

Basic Idea
1) Find subset of all vectors of weight-w in C, C′

2) Combine vectors to pairs of vectors

3) Identify many potentially equivalent pairs among the two lists

4) ReconstructQ from any one pair (of pairs)

Pairs of vectors: easier compatibility check
1 0 2 0

3 0 4 0

0 1 2 0

0 1 3 0

w1 = v1 =

w2 = v2 =

·x ∈ Fq \ 0

·y ∈ Fq \ 0a

b

ca

cb

∃

a

b

ca

cb
=

a

b

∃

11



The BEFN Approach [BEFN25]

Basic Idea
1) Find subset of all vectors of weight-w in C, C′

2) Combine vectors to pairs of vectors

3) Identify many potentially equivalent pairs among the two lists

4) ReconstructQ from any one pair (of pairs)

Pairs of vectors: easier compatibility check
1 0 2 0

3 0 4 0

0 1 2 0

0 1 3 0

w1 = v1 =

w2 = v2 =

·x ∈ Fq \ 0

·y ∈ Fq \ 0a

b

ca

cb

∃

a

b

ca

cb
=

a

b

∃

11



The BEFN Approach [BEFN25]

Basic Idea
1) Find subset of all vectors of weight-w in C, C′

2) Combine vectors to pairs of vectors

3) Identify many potentially equivalent pairs among the two lists

4) ReconstructQ from any one pair (of pairs)

Allowing for many potentially equivalent pairs lifts restrictions on overlap
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Complexity of BEFN

For large q : T =
(

n
n−k

)ε, with ε ∈
[
2
3 ,

4
5

]
, depending on the exact size of q

assumesw → n− k

Minimum distance converges very slowly
At rate 1/2: w127 ≈ 0.365n, w220 ≈ 0.45n, w2100 ≈ 0.49n

For fixed q (even very large): ε ≪ 2
3

12
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Complexity for fixed q
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An Algorithmic Lowerbound
BEFN Algorithm
1) Find subset of all vectors of weight-w in C, C′

2) Combine vectors to pairs of vectors

3) Identify many potentially equivalent pairs among the two lists

4) ReconstructQ from any one pair (of pairs)

Assumes:
one equivalent pairw = Qv is sufficient to recoverQ

linear time (in the lists sizes) to find that pair (v,w)

Complexity (for q = f(n)): T =
√(

n
n−k

)
= TCF (converging from below)

Lowerbound for Codeword-based Approaches

14
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Complexity for fixed q
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Concrete Complexity to Solve LCE

Polynomial Speedups [BEFN25]:
Scalar multiples: c ·Q for any c ∈ Fq \ 0 solution

Compatibility criterion

CF Leon Beullens BBPS BEFN

LESS-I 151 153 142 139 127
LESS-III 227 230 232 214 196
LESS-V 302 307 324 290 266

50 100 150 200 250
100

120

140

160
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field size q

bi
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ity

Leon CF Beullens
BBPS BEFN

n = 252 and k = 126
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RecoveringQ from Two Pairs of
Equivalent Codewords



Using the Equivalence Relation

Using only codewords:
Ω(log n) pairs required to determine full permutation

One pair never enough

Equivalence relationG′ = SGQ definesQ uniquely
One pair could potentially be enough

Starting point [Sae17]: GQH′ = 0 ⇔ (G⊗H′)vec(Q) = 0︸ ︷︷ ︸
linear system

(H′ is parity-check of C′)

System hasn2 variables, k(n− k) equations.
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Equivalent Codewords Reveal Variables

Any (v,w) : w = vQ reveals information onQ

non-zero entries ↔ non-zero entries & zero entries ↔ zero entries

w n− w

w

n− w

v1 = (v′, 0n−w) and w1 = (w′, 0n−w)

ℓw − ℓ w − ℓ n− 2w + ℓ

ℓ

n− 2w + ℓ

w − ℓ

w − ℓ

v2 = (0w−ℓ,v′′, 0n−2w+ℓ) and w2 = (0w−ℓ,w′′, 0n−2w+ℓ)
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Determining Further Variables

Determine entries in the intersection (striped square)

Intersection divides in equivalence classes

4 2 3

6 2 3

4 1 2

4 1 3

w1 = v1 =

w2 = v2 =

For large q: all variables in the intersection determined

19
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Solving the System

Is the system now determined?

Sometimes!

0 0.1 0.2 0.3 0.4 0.5
0

1,000

2,000

3,000

4,000

rate

variables
rank
equations

n = 252, q = 127, w = wmin
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Gaining the Rest from Guessing

Monomial structure: Q(i, j) ̸= 0 reveals∼ 2(n− 1) further variables ([BCDD+25, BN24])

Idea:
1) Guess (i, j) such thatQ(i, j) ̸= 0

2) Remove corresponding columns from coefficient matrixA resulting in newA′

3) If system does not admit solution ⇒ guess was wrong

For 3): System admits no solution ⇔ rank(A′) < rank(A′ | b) (hereA′x = b)

Requirement: rank(A′) < rank(A)
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The Rank Decrease Phenomenon

A′ andA underdetermined systems with same amount of equations

Random systems would both be full rank

Structure ofAmakes it work
Prove yet missing for certain cases (heuristic)

Works well in practice
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Solving forQ in Practice

Full PoC implementation in SageMath

High empirical success probability on cryptographic parameters
Solved 21/21 LESS-I instances from two pairs
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Summary

Approaches for Solving LCE: Canonical Forms vs. Codeword Search

Codeword Search: Leon, Beullens, BBPS, BEFN, (+ Lowerbound)
BEFN≻ CF up to some large q

Main speedup: Two is All It Takes! (ia.cr/2025/227)

Thank you!
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