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m Fundamental problemin coding theory
m Code-based, post-quantum cryptography
m SD: conservative hardness but improvable performance

m CE: overcomingdrawbacks but better understanding of difficulty required



Motivation

Put differently



Roadmap TDHtfgy

Define LCE



Roadmap T@{:Hggv

Define LCE

How to Solve LCE



Roadmap T@T:uégy

Define LCE

How to Solve LCE

m Canonical Forms



Roadmap

Define LCE

How to Solve LCE

m Canonical Forms

m Codeword Search

D

Technology
Innovation
Institute



Roadmap T@Tlggy

Define LCE

How to Solve LCE

m Canonical Forms

m Codeword Search

Asymptotic and Concrete Complexity Comparison



Roadmap

Define LCE

How to Solve LCE

m Canonical Forms

m Codeword Search

Asymptotic and Concrete Complexity Comparison

Two Is All It Takes!
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Definition (Linear Code Equivalence (LCE))
given: generator matrices G, G’ € F’;X"

find : Monomial matrix Q € Fy*", invertible S € F’;Xk suchthat: G’ = SGQ.

m monomial Q = PD, P permutation, D diagonal matrix
m SorQenough
m Permutation Equivalence: D =1,

#C:={mG | meF}C:={mG |meF} = Vvecel:cQeCl
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How to Solve Code Equivalence? T@Tﬁﬁmf?ﬁy

m Approach 1: (Codeword finding / Support Splitting)

1) Find small sets of vectors V' C Cand W C C’ equivalent under Q:
VWweV:w=vQeW, [|V|=|W|

2) Reconstruct Q from V, W

m Approach 2: Use Canonical Forms
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m Canonical Form CF [CPS25]: Computes unique representative for class of specifically-equivalent

codes

m if G and G’ are specifically-equivalent = CF(G) = CF(G/)

m specifically-equivalent: G’ = SGQ, where Q = (%k QO >
n—k

m Introduced recently to improve signature size in LESS
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m CF(G) =CF(G/) = easytofindQ = <%k QO k)

m Canonical Forms Meet-in-the-Middle [CPS25]:
m Enumerate CF(GP) for many permutations P

m Enumerate CF(G'P’) for many permutations P’
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m CF(G) =CF(G/) = easytofindQ = <%k QO k)

m Canonical Forms Meet-in-the-Middle [CPS25]:
m Enumerate CF(GP) for many permutations P

m Enumerate CF(G'P’) for many permutations P’

m Match reveals Q = PQP/~!

= CF(GP)=CF(G'P)) = G'P'=SGPQ = G'=SGPQP!
Q

T =L = (nﬁk) =2 T =2% (works forgq > 7 [Now25])
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m Basicldea

1) Find small sets of vectors V' C Cand W C C’ equivalent under Q:
YveV:vQeW, |V]|=|W]

2) Reconstruct Q from V, W
m Reconstruction requires (heuristic) |[V| = [W| = Q(logn)

1% W
* o] * 0 * * 0 0
* * 0 0 * 0 * 0
0 0 * * [} 0 * *

m Leon’s Algorithm [Leo82]: Find all codewords of minimum weightw inC, C’
m Ifsetstoosmall, usew + 1

k=
m Complexity forlargeq: (") = T& =06 Tieon = 2"
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Beullens’ Framework [Beu20] T@Tﬁﬁ?xs&?

m Basicldea 2-dimsubcodeswithsupportw

1) Find subset of all vectorsofweightw inC, C’

2) Identify Q(log n) equivalent pairs among the two lists

3) Reconstruct Q from the found pairs

m How to perform 2): Define function Lex
m Lex(V) = Lex(W) & thereisQ: V = SWQ, forsomeinvertible S € F2*2

m “Efficient” since dimension only 2

m Smallest w much larger when considering 2-dim subcodes
m Concrete improvements over Leon (for large enough ¢) and CF (for small enough ¢)
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3) Identify 2(logn) equivalent pairs among the two lists K—W\
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4) Reconstruct Q from the found pairs S
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m Basicldea
1) Find subset of all vectors of weight-w in C,C’

2) Combine vectors to 2-dim subcodes with support w’
3) Identify 2(logn) equivalent pairs among the two lists K—\
-2
4) Reconstruct Q from the found pairs S
W= V=
m Enforcing small support w’ < 2w reduces false positives

_ , L
m Necessary since reconstruction not fault tolerant w

m Concentration on codewords allows smaller w again
= concrete improvement for ¢ not too large

10
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The BEFN Approach [BEFN25] T@Tﬁﬁmf?ﬁy

m Basicldea
1) Find subset of all vectors of weight-w inC, C’

2) Combine vectors to pairs of vectors
3) Identify many potentially equivalent pairs among the two lists

4) Reconstruct Q from any one pair (of pairs)
m Allowing for many potentially equivalent pairs lifts restrictions on overlap

m Two Is All It Takes! Recovers Q from only 2 pairs of codewords

n
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Complexity of BEFN T@ Torovetiasy

m Forlargeq: T = (nﬁk)s withe € [%,%],dependingon the exact size of ¢

m assumesw —n — k

m Minimum distance converges very slowly
m Atrate1/2:  wio7 = 0.365n, wa20 & 0.45n, wai0 &2 0.49n

m Forfixed g (evenverylarge): e < %
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An Algorithmic Lowerbound T@Tﬁﬁmf?ﬁy
m BEFN-Algerithm Lowerbound for Codeword-based Approaches

1) Find subset of all vectors of weight-w in C, C’

2) Cembinevestorstosstesases

3) Identify many potentially equivalent pairs among the two lists

4) Reconstruct Q from any one pair {efpairsy
m Assumes:

® oneequivalent pairw = Qv is sufficient to recover Q

m linear time (in the lists sizes) to find that pair (v, w)

m Complexity (forq = f(n)): T = (nfk) =T (converging from below)
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LEON ---CF —+— BEULLENS
——BBPS —e—BEFN

m Polynomial Speedups [BEFN25]:
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2 uof e
£ : =
S P e
CF  LeoN BeuLLENs BBPS  BEFN s 1201 ' ”" |
LESS-I 151 153 142 139 127
LESS-Il - 227 230 232 214 196 127
LESSV 302 307 324 290 266 100 L

| | | |
50 100 150 200 250
field size ¢

n = 252andk = 126
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Using the Equivalence Relation T@Tﬁﬁ?xs&?

m Using only codewords:
m Q(log n) pairs required to determine full permutation

m One pair never enough

m Equivalence relation G’ = SGQ defines Q uniquely
m One pair could potentially be enough

m Starting point[Sae17: GQH' =0 & (G @ H')vec(Q) =0 (H'is parity-check of C’)

linear system

m System has n? variables, k(n — k) equations.
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m Any (v,w): w = vQ reveals information on Q

B non-zero entries <> non-zeroentries &  zeroentries <> zero entries

w n—w w—LC ( w—fn—-2w+/l

wffl

‘|

wfl/l —

n—2w+{

vy = (v/’on—w) and wq = (W/,Oniw) vo = (Ow—éyv//,on—2w+€) and wy = (Ow—@,w”,o"_m“‘*"")
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Determining Further Variables T@Tﬁﬁmfﬁ

Determine entries in the intersection (striped square)

m Intersection divides in equivalence classes

m Forlargeq: allvariablesintheintersection determined
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Solving the System TI) o

m Is the system now determined? Sometimes!

4,000 — T
—e—variables
——rank
3,000 { - - - equations i
e
2,000 |- e .
1,000 | ! :
O Il Il Il
0.3 0.4 0.5
rate
n =252, q=127, w = wmin
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Gaining the Rest from Guessing T@Tﬁﬁ?xs&?

m Monomial structure: Q(4, j) # Oreveals ~ 2(n — 1) further variables ((BCDD* 25, BN24])

m |dea:
1) Guess (4, j) suchthat Q(i,5) # 0

2) Remove corresponding columns from coefficient matrix A resulting in new A’

3) Ifsystem does notadmitsolution =- guesswaswrong
m For3): Systemadmitsnosolution < rank(A’) <rank(A’|b) (here A’x =Db)

m Requirement: rank(A’) < rank(A)
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The Rank Decrease Phenomenon T@Tﬁﬁmﬁ

m A’ and A underdetermined systems with same amount of equations

m Random systems would both be full rank

m Structure of A makes it work
m Prove yet missing for certain cases (heuristic)

m Works well in practice
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